
5 things you should know about 
the Protection of Personal 
Information Act (POPIA) 



overview

• POPIA background and general 
application

• When can personal information be 
processed?

• Role of the Information Officer

• POPIA checklist and ENS toolkit

• Non-compliance
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Background and application
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general application

• POPIA is based on the EU Directive on Data Protection (replaced by the General Data 
Protection Regulation in 2018) and gives effect to the Constitutional right to privacy

• Responsible parties must be POPIA compliant by 1 July 2021

• Subject to certain exclusions, POPIA applies when responsible parties process 
personal information which is entered into a record in South Africa



any activity concerning personal information, e.g.

 the collection, receipt, recording, organisation, collation, storage, updating 
or modification, retrieval, alteration, consultation or use.

 dissemination by means of transmission, distribution or making available 
in any other form.

 merging, linking, restriction, degradation, erasure or destruction of 
information.
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what is “processing”?









 race, gender, sex, pregnancy, marital 
status, national, ethnic or social origin, 
colour, sexual orientation, age, 
physical or mental health, wellbeing, 
disability, religion, conscience, belief, 
culture and birth

 education or medical, financial, 
criminal or employment history

 any identifying number, symbol, e-mail 
address, physical address, telephone 
number, location information, online 
identifier or other particular assigned 
to the person

 biometric information

 personal opinions, views or 
preferences

 the views or opinions of another 
individual about the person

 correspondence sent by the 
person that is implicitly or 
explicitly of a private/confidential 
nature

 the name of the person if it 
appears with other personal 
information relating to the person, 
or if the disclosure of the name 
itself would reveal information 
about the person

information relating to an identifiable person (living natural 
person/ existing juristic person as far as applicable), i.e.:
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what is “personal information”?
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when can personal 
information be 
processed?
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Further processing of PI 
must be compatible with 
the purpose for which it is 
collected
personal information 
sharing policy

Define lawful 
purpose for 
processing PI
Only keep PI for as 
long as authorised:
- Consent
- Law says you 

must
- Lawful business 

reason
record retention 
policy

Only collect as little 
PI as possible

Comply with POPIA
and show 
compliance

POPIA policy
POPIA compliance 
framework
awareness and 
training

1 2 3 4

Processing 
limitation

Purpose 
specification

Further processing 
limitation

Accountability

the 8 processing conditions
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the data subject has 
certain access rights, 
including a right to 
request its deletion
subject access request 
policy
PAIA manual

PI must be secured 
by means of 
reasonable technical 
and organisational 
measures
security 
compromises policy 
document 
management 
system?
Cc vs bcc

advise the data 
subject of certain 
mandatory 
information in 
respect of collection
privacy statement

reasonably 
practicable steps to 
ensure PI is 
complete, accurate, 
not misleading and 
updated 

5 6 7 8

Openness
Security 
safeguards

Data subject 
participation

Information 
quality

the 8 processing conditions
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Additional requirements

• Transborder transfers of personal information and direct marketing (including asking 
for donations) are stringently regulated

• All security compromises must (as a general rule) be notified to the Information 
Regulator and data subjects
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The Information Officer
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CEO beware!

The CEO of a company is designated as the default Information Officer and there are 
certain compulsory duties which the information officer must fulfil in order to ensure 
POPIA compliance.  

CEO can authorize another Information Officer to fulfil function.

Can delegate duties to deputy Information Officers, but according to the Information 
Regulator CEO remains liable for compliance failures.

Information Officers and deputy Information Officers must be registered with the 
Information Regulator.
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Section 55 of POPIA

duties and responsibilities of Information Officer

an information officer’s responsibilities include-

 the encouragement of compliance, by the body, with 
the conditions for the lawful processing of personal 
information;

 dealing with requests made to the body pursuant to 
POPIA;

 working with the Regulator in relation to 
investigations;

 otherwise ensuring compliance by the body with the 
provisions of POPIA; and as may be prescribed



Regulation 4

an information officer must ensure that—

 a compliance framework is developed, implemented, 
monitored and maintained

 a personal information impact assessment is done to 
ensure that adequate measures and standards exist 
in order to comply with the conditions for the lawful 
processing of personal information 



Regulation 4 (cont)

 internal measures are developed together with adequate 
systems to process requests for information or access 
thereto

 internal awareness sessions are conducted regarding the 
provisions of the Act, regulations made in terms of the Act, 
codes of conduct, or information obtained from the 
Regulator

 the Information Officer, or a person designated by him or 
her, can upon request of any person provide copies of the 
manual, to that person upon payment of a fee determined 
by the responsible party which may not be more than 
R3.50 per page



regulation 4 (cont) as read with PAIA

 a manual is developed, monitored, maintained and made available as prescribed in 
Sections 14 and 51 of the Promotion of Access to Information Act, 2000 (Act No. 2 of 
2000)

 Per Section 14(c) and 51(c) (PAIA as amended by POPIA) a manual for the purpose of 
PAIA (and POPIA) is developed detailing—

• the purpose of the processing;

• a description of the categories of data subjects and of the information or 
categories of information relating thereto;

• the recipients or categories of recipients to whom the personal information may 
be supplied

• the planned trans-border or cross border flows of personal information; and 

• a general description allowing preliminary assessment of the suitability of 
information security measures to be implemented and monitored by the 
responsible party

 the manual is available—

• on the website, of the responsible party;  and 

• at the office or offices of the responsible party for public inspection during normal 
business hours of that responsible party; 



Information Officer - Liability

• there is some scope for personal liability

• Section 77(K) of PAIA (as amended by POPIA): An 
information officer of a public body or head of a 
private body who refuses to comply with an 
enforcement notice referred to in section 77J, is guilty 
of an offence and liable upon conviction to fine or to 
imprisonment for a period not exceeding three years 
or to both such a fine and such imprisonment.

• also liability for obstructing regulator 

• essential that proper contract with powers, recourse 
and responsibility put in place between the 
Information Officer and the Responsible Party
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Information Regulator’s view

• Information Officer can authorise another person, within the body of the responsible party, to be 
the Information Officer. Such person should be at an executive level or equivalent position and that 
such duties should be described in that person’s job description.

• The authorisation to another person who is not the IO must:

• be in writing using the Authorisation Template (attached as Annexure B to the Guidance Note) 
or a substantially similar document;

• not prohibit the person (ie, CEO or managing director) who made the authorisation from 
exercising the power concerned or performing the duty themselves;

• must be capable of being withdrawn or amended in writing.

• The Information Officer must also be registered with the Information Regulator’s office. The 
Information Regulator has set up an online registration portal but it is experiencing some glitches.

• It is also expected that the Information Officer receives adequate training and keep abreast with 
POPIA and PAIA developments. The Guidance Note also addresses Deputy Information Officers.
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accountability: POPIA
checklist
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Do you need data protection policies?

• in terms of section 109(3) “when determining an appropriate fine, the Regulator 
must consider … any failure to operate good policies, procedures and practices to 
protect personal information”

• Section 77H says that “The Information Regulator … may make an assessment … 
of whether a public or private body generally complies with the provisions of this 
Act insofar as its policies and implementation procedures are concerned.”

• POPIA Regulation 4 provides that an information officer must ensure that a 
compliance framework is developed, implemented, monitored and maintained, a 
personal information impact assessment is done to ensure that adequate 
measures and standards exist in order to comply with the conditions for the 
lawful processing of personal information; a manual is developed, monitored, 
maintained and made available as prescribed in Section 51 of PAIA, internal 
measures are developed together with adequate systems to process requests for 
information or access thereto; and internal awareness sessions are conducted

20



POPIA checklist (“Must haves”)

By the deadline (1 July 2021), in addition to general compliance with POPIA, all 
responsible parties would be obliged to:

• Appoint an information officer – in the absence of such appointment, this will 
automatically be the head of the organisation and register same with the Regulator;

• Make certain mandatary disclosures to data subjects, including with whom their 
personal information is shared (i.e. privacy statement);

• Develop, implement and maintain a POPIA compliance framework;

• Develop a data protection (POPIA) policy;

• Conduct personal information impact assessments to ensure that adequate 
measures and standards exist in order to comply with the conditions for the lawful 
processing of personal information (i.e. POPIA audit questionnaires and gap 
analysis);
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POPIA checklist (“Must haves”) 

• Develop monitor and maintain of a manual as prescribed in the Promotion of Access 
to Information Act, 2000 (i.e. a PAIA manual);

• Develop internal measures, together with adequate systems, to process requests for 
information or access thereto (i.e. a data subject access request policy); 

• Conduct internal awareness and training sessions; 

• Include certain mandatory provisions in its agreements with operators (i.e. third 
parties who process personal information on its behalf); and

• In some instances prior authorisation must be obtained from the Regulator, 
including where the responsible party transfers special personal information or 
information of children to countries without adequate data protection laws. (We 
often see this in the HR space when dealing with multinationals.)
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POPIA toolkit

 a copy of POPIA and a copy of PAIA

 PAIA Manual as amended by POPIA

 Personal Information Sharing Policy

 Global Data Protection Policy (“Binding Corporate Rules”)

 Website Privacy Policy

 Security Compromises Policy

 Subject Access Request Policy



POPI toolkit

 Compliance Self-Audit Assessment 

 Model Data Processor  / Operator contract

 Model clauses for  contracts (including employment contracts and model consent clauses)

 Data Retention Policy

 BYOD Policy

 CCTV Policy

 Photography Policy

 Cookie Policy

 Password Policy

 Social Media Policy

 Cyber Security Awareness Policy and Training

 sample posters for awareness programme

 list of Do’s and Dont’s

 Clean desk policy

 Bespoke and/or ready made Checklists / Codes of Conduct

eg M&A Checklist



In summary  - elements of proactive compliance

understand the law – executive buy-in; initial training and 
awareness

appoint and register your information officer (and DIOs)

ongoing awareness, training and monitoring

conduct Preliminary Assessment and Implement accountability 
documentation(e.g. POPI Toolkit – our suggestions)

in addition, specific interventions required may include:

• Reliance on technology
• Change management highly recommended
• Privacy By Design / Privacy Engineering recommended
• Privacy Impact Assessments recommended
• Cybersecurity essential
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non-compliance
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non-compliance

• any person may lodge a complaint with Regulator

• the Regulator may:

• secure settlement

• initiate investigation

• if breach, issue enforcement notice

• 12 months to 10 years/fine (R10 million!) or both

• data subject / Regulator may sue responsible party for damages

• uncertain what amounts would be awarded, but court would be 
entitled to award:

• damages for patrimonial and non-patrimonial loss
• aggravated damages

• interest

• legal fees



non-compliance – hidden costs

• remediation costs 

• enforcement notice compliance costs

• (re)training of workforce

• drop in share price – on average 7% fall – loss in shareholder value

• professional fees – PR agencies, cybersecurity experts, investigators, lawyers

• Class action suits

• reputational loss – unquantifiable!
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thank you!


